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Debug Challenges

“conservatively, 35% to 50% of time is spent in debug and it could go 
beyond that depending on the state or size of the project.” 
[Semiconductor Engineering, 2016 ]

Source: http://semiengineering.com/debug-last-bastion-of-automation/

• SoCs are complex 
• soft IP  
• hard IP  
• firmware IP 

Top FPGA Prototyping Challenges  [ Synopsys Survey 2013 ]
1. Mapping ASIC Into FPGAs
2. Clocking Issues
3. Debug Observability
Source: https://blogs.synopsys.com/breakingthethreelaws/2013/03/fpmm-downloads-surpass-3500-copies-do-you-have-a-copy/
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What makes Debug so painful ?
 Too many debug cycles

• Limited observability in each iteration
• Limited or no controllability
• Instrumentation affects reproducibility

 Each cycle is too long
• Need to re-run place and route 
• Must re-establish timing closure
• Requires re-programming and system 

restart 
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Microsemi Debug Solution
 Observability

• Dynamically addressable probe
• Snapshot
• Peek memory

 Controllability
• Write probe
• Poke memory

 Shorter cycles
• No need for new RTL
• Reproducibility 

Fixed 
Instrumentation
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Terminology on Instrument Elements 

Static: can be created and destroyed only at the FPGA design time, i.e. 
requires FPGA design time instrumentation + re-programming

Dynamic: can be created and destroyed on the fly during the normal 
operation of the DUT, i.e. no design-time re-instrumentation, no FPGA re-
programming needed

In-situ: measurement can be taken in the same place the phenomenon is 
occurring without isolating it from other systems or altering the original 
conditions of the test, i.e. DUT and stimulus vector continue un-interrupted

External: can be observed/controlled with an external agent such as an 
oscilloscope or JTAG or SPI master

Internal: can be observed/controlled with an internal agent such as an 
integrated (on-chip) logic analyzer, or embedded processor
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Live Probe with Feedback 

Q

QSET

CLR

D

Q

QSET

CLR

D

Q

QSET

CLR

D

QCLR

LIVE PROBE A
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• for observability: 

o 2 probes available
o dynamic, in-situ, external
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LIVE PROBE FEEDBACK
• for controllability: 
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SmartDebug
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Active Probe and Memory Peek/Poke
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Observability
• Sample Register
• Peek Memory Address

• dynamic, in-situ, external

DUT

SmartDebug

Internal Soft 
Instrumentation

Controllability
• Set Register
• Poke Memory Address

• dynamic, in-situ, external
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Peripheral Peek/Poke

JTAG

Transceiver
Block

DDR Memory Controller
• Peek & Poke Controller registers
• dynamic, in-situ, external

Transceiver Block 
• Protocol
• PMA Ready/ RX & 

TX PLL  status
• PRBS traffic 

generation and 
BER monitoring 

• Configuring 
Loopbacks, PLLs 

• Register Peek and 
Poke 

• SERDES System, 
PMA Lane and 

• PCIeCore registers

DUT
DDR 

Memory 
Controller

SmartDebug
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Example: Event Counter 

DUT

Q

QD

= 
Q

QD 30

• Reset (de-) / assertion

• Clock not toggling 

• Stuck-at-fault register

• Interrupts not getting 
asserted or 
asserting too often
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B
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JTAG

Register A is toggling 
Register B is stuck at ‘0’

‘0’‘1’

Register B is forced to ‘1’

SmartDebug
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Active Probe Read, Modify, Write 

Select Active Probe tab

Search / Select signal(s)  from the design 
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Live Probe 

Search / Select signal(s)  from the design 

Select Live Probe tab



Power Matters.TM 13© 2016 Microsemi Corporation. 

Memory Peek, Modify and Poke

ADDR

ADDR

Select Memory Blocks tab
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Example: Frequency Meter 
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Execution Control with 
FPGA H/W Breakpoint  

Clocks to DUT

FPGA H/W Breakpoint

(FHB) Block

HALT & RUN  
request from uP RUN request to uP

Halt request to uP

Clock 
Control
Circuit 
(CCC)

Trigger

HALT

RUN

STEP

CLK_EN

(~ 200 LUTs & Registers)

FHB uses up soft gates and registers and accounts for ~ 1% overhead 

SmartDebug

Controlled
via
chip JTAG
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Spatial Capture - Data Acquisition 

1. Observe Initial state of DUT:  (optional)
• With DUT held in reset, use forced trigger to halt DUT
• Read values from registers,  latches and memories represents the initial state

2. Observe interesting state of DUT:
• Use LiveProbe Feedback to trigger HALT DUT + CortexM3 firmware 
• Read values from registers,  latches and memories at the falling or rising edge of the trigger

SmartDebug
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Example: Ethernet Datapath Dies

Egress 
packet counter
stops incrementing

Ingress
packet counter
is incrementing

FHB RUN
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Example: FIFO overflow

FHB RUNHALT
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Example: Ethernet Datapath Recovered
Root-cause Found

Egress 
packet counter
is incrementing

Ingress
packet counter
is incrementing

FHB RUN
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Summary 

Features Microsemi 
SmartDebug 

Dynamic, in-situ signal probing

Dynamic, in-situ trigger selection

Dynamic, in-situ Event counter, 
Frequency Meter

Register Observability

Memory Observability

Register Controllability

Memory Controllability
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Microsemi Corporation (MSCC) offers a comprehensive portfolio of semiconductor and system solutions for 
communications, defense & security, aerospace and industrial markets. Products include high-performance and radiation-
hardened analog mixed-signal integrated circuits, FPGAs, SoCs and ASICs; power management products; timing and 
synchronization devices and precise time solutions, setting the world's standard for time; voice processing devices; RF 
solutions; discrete components; enterprise storage and communication solutions, security technologies and scalable anti-
tamper products; Ethernet solutions; Power-over-Ethernet ICs and midspans; as well as custom design capabilities and 
services. Microsemi is headquartered in Aliso Viejo, Calif., and has approximately 4,800 employees globally. 
Learn more at www.microsemi.com
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